
1

Cyber-Physical Systems of Systems:

changing the game

Imre J. Rudas

rudas@uni-obuda.hu



2



3

Grassalkovich Royal Palace, Gödöllő



4



5

The beginning



6

Around 40



7

In Japan
President of Hungary



8



9



10

Imre J. Rudas

Professor Emeritus of Óbuda University

Rudolf Kalman Distinguished Professor

Head of Steering Committee of University R&I Center

Past and Founding President of Óbuda University

Past President of Hungarian Presidents’ Council

• VP 2005-2009

• Treasurer 2009-2013

• Fellow 2016

International Fuzzy System Association

Honorary President  of Hungarian Fuzzy Association



11

Imre J. Rudas

Fellow of IEEE (2002)

IEEE IES Senior AdCom member 1995-

• President Elect 2019

• VP for Membership and Student Activities 2015-16

• Board of Government  member 2007-2010, 2012, 2014

IEEE SMC Society

IEEE Hungary Section Senior Past Chair

• IE Society

• SMC Society

IEEE Distinguished Lecturer



12

Imre J. Rudas

• Kosice University of Technology, Slovakia

• University Politeknika Timisoara, Romania

• Óbuda University

• Slovak University of Technology in Bratislava 

Doctor Honoris Causa

• Wroclaw University of Technology, Poland

Honorary Professor, Ambassador



13

Content

Introduction

University Research, Innovation and Service Center

System of Systems

Cyber Physical Systems

Internet of Things

IoT and System of Systems



14

Content

Cyber-Physical Systems of Systems

• Blockchain

• Data Distribution Service

• Message Queuing Telemetry Transport (MQTT)

Technologies that changed the game

• Maxwhere

IoT and virtual world

The era of CPSoS, Intelligent systems, …



15

University Research, Innovation and Service Center (EKIK)
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• Antal Bejczy Center for Intelligent Robotics

• Bio-Tech Research Center

• Physiological Controls Research Center

• SmartLab Center

• Alternative Energy Sources Research Center

• Security Research Center

• Center for Scientific Dissemination

• Electric Power Conversion Systems Research 
Center

Active research centers 
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Antal Bejczy Center for Intelligent Robotics

Founded in 2012, Lab opened in 2014

15 members

Unique robot infrastructure

Industrial and professional background

Strong student community

Notable international events



18



19Industrial and Medical Cyber Physical Systems

Virtualization

Antal Bejczy Center for Intelligent Robotics
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System of Systems
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The first talk at Óbuda University about 
System of Systems
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Outsiders’ opinion

System of Systems is simply a merge of subsystems
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Aristotle:  The whole is more than the sum of its parts

Aristotle, Metaphysics 8.6 [=1045a]

…many things have a plurality of parts and 
are not merely a complete aggregate but 
instead some kind of a whole beyond its 
parts…
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Outsiders’ opinion

System of Systems is simply a merge of subsystems

If we know the subsystems we know everything about the whole 
system
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This is rather a 
big snake!

Oh no, this is a 
Rhinoceros!

What are you 
saying? This is 
only a sheet of 

leather.

This is a big 
leather tent!.

I feel, this a tree 
stump!

You are all wrong! 
This is only a small 

furry mouse!
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System of Systems (Jamshidi)

System of systems is an integration of a finite
number of constituent systems which are
independent and operable, and which are
networked together for a period of time to
achieve a certain higher goal.
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System of Systems

System of systems is a collection of task-
oriented or dedicated systems that 

pool their resources and capabilities together 

to create a new, more complex system

which offers more functionality and 
performance than simply the sum of the 
constituent systems.



29

Systems of systems description from the 
last millennium

System of systems are large-scale concurrent and 
distributed systems the components of which are complex 
systems themselves

Kotov, V. "Systems-of-Systems as Communicating Structures," 
Hewlett Packard Computer Systems Laboratory Pape r HPL-97-124, 
(1997), pp. 1–15
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Industry 4.0
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Industry 4.0 was introduced in Germany in 2011. It predicts a
fourth industrial revolution that will use networking.

The German research union for economy and science 
(Forschungsunion Wirtschaft-Wissenschaft) approached 
Chancellor Merkel. 

The proposal was to start a research program for computers 
in industry, funded by the government, to maintain the 
technological edge for the German industry. Industrial 

Revolution 4.0.
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Industry 1.0

• End of 18th Century
• Using water or steam power 
• Mechanization

Industry 2.0

• Beginning of 20th Century
• Using electric power
• Mass production

Industry 3.0

• Beginning of 1970s
• Using electronics and IT
• Automation

Industry 4.0

Beginning of 2010s

• Cyber-Physical Systems
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Industry 4.0

Medical monitoring systems

Distributed robotic systems

Process control systems

Wireless sensor networks

Autonomous automotive systems

Robot pilot
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Cyber-Physical System

Cyber-Physical Systems (CPS) 
are integrations of 

computation, networking, and 
physical processes 
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Cyber-Physical Systems (NIST)

CPS are smart systems that include engineered 
interacting networks of physical and 
computational components. 

National Institute of Standard and Technology (NIST), US. CPS Public Working Group
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Cyber-Physical Systems (Lee)

A cyber-physical system  is an 
orchestration of computers and physical 
systems. 

Edward A. Lee, University of Berkeley
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Internet of 
Things

 The term was coined by Kevin 
Ashton  in 1999 

 It was the title of his presentation 
given at Procter & Gamble. 
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Internet of Things 

Internet of Things 
is the 
interconnection of 
devices, systems 
within the existing 
Internet 
infrastructure.
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Internet of Things

The Internet of Things (IoT) is the network of 
physical objects that contain embedded 
technology 

● to communicate and

● sense or interact 

with their internal states or the external 
environment.
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24 billion connected devices by 2020

IoA and System of Systems
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Cyber Physical Systems

Connected devices

IoT
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SoS

IoTCPS

CPSs connected by 
other technologies
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Cyber-Physical Systems of Systems
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CPSoS

Aerospace

Transportation

Smart
Manufacturing

Energy

Healthcare

Smart Home

Smart City
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Cyber-Physical Systems of Systems (CPSoS)

Cyber-Physical System of Systems is an 
integration of self-contained CPSs that 
provides services that go beyond the services 
of any of its isolated CPSs.
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Cyber-Physical Systems of Systems (CPsoS)

Cyber-physical Systems of Systems are 
cyber-physical systems which exhibit the 
features of systems of systems

Cyber-physical Systems of Systems…Sebastian Engell Working Paper of the Support Action CPSoS
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Features

Cyber-physical Systems of Systems…Sebastian Engell Working Paper of the Support Action CPSoS

Large, often spatially distributed physical systems with complex dynamics

Distributed control, supervision and management 

Partial autonomy of the subsystems 

Dynamic reconfiguration of the overall system on different time-scales

Continuous evolution of the overall system during its operation
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CPSoS allow us to

• Build and manage highly complex systems

• Build systems which interact and control real world systems

• Build and manage systems which could not be managed by people

• (Energy, pollution,traffic space, electromagnetic spectrum, water, …)

• Make optimum usage of natural and technical resources

• Increase the safety and security of technical infrastructure

• Use the support of artificial intelligence in real-world situations

• … and more
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SoS

CPSoSIoTCPS

CPSs connected by 
other technologies

Non Cyber-Physical 
Components
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Industry 4.0

• Beginning of 2010
• Cyber-Physical Systems

Industry 4.1

• Cyber-Physical Systems of Systems

Industry 4.1
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Autonomous vehicles

• optimizing routing and planning in a system-of-systems 
concept

• updating algorithms based on user data

• sharing real-time environment information with each 
other

Autonomous cars as CPSoS use IoT in many different 
ways

Photo Source: innovation-destination
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V2G 

V2H 

V2C

V2V Emergency breaking alert

V2N Traffic data

V2P Pedestrians

V2I Traffic lights

V2H Home

V2D Devices, Infotainment

V2G Grid, charging

V2C Cloud

Information sharing
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Protocols are being developed for V2X communication

Image Source: medium

• WLAN based architecture using IEEE 802.11p 
DSRC wireless standard

• Cellular based LTE aka “Cellular V2X” or C-V2X 
using 4G and 5G networks

Current implementation of V2X:

C-V2X using LTE is better than 802.11p in terms of 
performance, communication range and reliability. 

FCC allocated 75 MHz of spectrum in the 5.9 GHz 
band to be used by Intelligent Transportation 
Systems. 
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New market and technologies in IoT for autonomous vehicles

Driver monitoring

Advanced displays

Telematics
Intelligent ECU

Connected car app



57

Made in China: 

why C919 can hardly be called Chinese

AEROTIME TEAM

5th May 2017
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Some of theConstituent Systems

Engines manufactured by the CFM

Part of the avionics, including the communications system as well as the 
navigation and control systems, are supplied by Rockwell Collins

IT systems and cockpit displays, black boxes are delivered by GE Aviation and 
its partner AVIC Systems

The power supply system is produced by Hamilton Sundstrand 

Honeywell is to provide wheels and brakes, brake control
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Blockchain

Data Distribution Service

Message Queuing Telemetry Transport (MQTT)

Technologies that changed the game
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Blockchain

Data Distribution Service

Message Queuing Telemetry Transport (MQTT)

Technologies that changed the game
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Blockchain

Blockchain started with Bitcoin,  first appeared in 2009, and during the last 
years has been widely used. 

We have arrived to the stage of applications in Cyber Systems, Cyber 
Physical Systems and Systems of Systems.
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What is bitcoin and blockchain?
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Conventional bank transaction? 

Sender’s account

Bank (Keeps entry on register of transactions. 
The entry needs to be updated on both, 
receiver and sender, account.)

Receiver’s account

Entries of transactions 
can be manipulated!
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What is blockchain?

Suppose that an Excel spreadsheet is shared among different 
networks of computer, where everyone has copy of it. The 
spreadsheet contains information of the transactions committed by 
real people.

Anyone can access that spreadsheet but no one can edit it.

This is the basic idea of Blockchain.
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What is blockchain?

Blockchain works with Blocks, while a spreadsheet works with “rows” and 
“columns”.

A block in a blockchain is a collection of data. The data is added to the block in 
blockchain, by connecting it with other blocks creating a chain of blocks linked 
together. The first block in the Blockchain is called Genesis Block.

Blockchain is a distributed ledger, which simply means that a ledger is spread 
across the network among all peers in the network, and each peer holds a copy of 
the complete ledger.
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Definition of Blockchain

A blockchain is a growing list of records, called blocks, which are linked 
using cryptography. Each block contains a cryptographic hash of the 
previous block, a timestamp, and transaction data.

A blockchain is a digital record of transactions. The name comes from its 
structure, in which individual records, called blocks, are linked together in 
single list, called a chain. Blockchains are used for recording transactions 
made with cryptocurrencies, such as Bitcoin, and have many other 
applications.



69

Key Features of Blockchain

Peer-To-Peer: No central authority to control or manipulate it. 
All participant talks to each other directly. This allows for data 
exchange to be made directly with third-parties involvement.

Distributed: The ledger is spread across the whole network 
which makes tampering not so easy.
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Consensus: This gives blockchain the ability to update the ledger via 
consensus. 

No central authority is in control of updating the ledger. Instead, any update 
made to the blockchain is validated against strict criteria defined by the 
blockchain protocol and added to the blockchain only after a consensus has 
been reached among all participating peers/nodes on the network.

Key Features of Blockchain
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Cryptographically Secured: Cryptography is used for the security 
services to make the ledger tamper-proof .

Add-Only: Data can only be added in the blockchain with time-
sequential order. This property implies that once data is added to the 
blockchain, it is almost impossible to change that data and can be 
considered practically immutable.

Key Features of Blockchain
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A node starts 
a transaction

The requested transaction is 
broadcasted to a P2P  network 

The nodes validate the 
transaction

Approved 
transaction 

is 
represented 
as a block.

The new block is added to the 
blockchain (public ledger)

Transaction is 
completed
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Blockchain solves many of security and trust challenges of IoT

Blockchain can be used to track the sensor data measurements and prevent 
duplication with any another malicious data.

Deployments of IoT devices can be complex, and a distributed ledger is well 
suited to provide IoT device identification, authentication and seamless secure 
data transfer.

Instead of going through a third party for establishing trust, IoT sensors can 
exchange data though a blockchain.

A distributed ledger eliminates a single source of failure within the ecosystem, 
protecting a IOT device’s data from tampering.
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Blockchain solves many of security and trust challenges of IoT

Blockchain enables device autonomy (smart contract), individual identity, 
integrity of data and supports peer to peer communication by removing 
technical bottlenecks and inefficiencies.

The deployment and operation costs of IoT can be reduced through blockchain 
since there is no intermediary.

IoT devices are directly addressable with blockchain, providing a history of 
connected devices for troubleshooting purposes.
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The three benefits of blockchain for IoT, according to IBM
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Forrester analyst 
Martha Bennett co-
authored the report 
“Disentangle Hype 
From Reality: 
Blockchain’s
Potential For IoT 
Solutions“
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Data Distribution Service
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Publish/Subscribe (Pub/Sub)

• anonymous, 

• decoupled, and 

• asynchronous communication 

It is an abstraction for one-to-many communication that provides

between a publisher and its subscribers.
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The Data Distribution Service (DDS)

DDS for Real-Time Systems  is an Object Management Group (OMG)

• dependable,

• high-performance,

• interoperable,

• real-time,

• scalable

standard for Pub/Sub that enables

data exchanges.
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OMG DDS Standard

DDS  v1.2 API Standard
guarantees source code 
portability across different 
vendor implementations

DDSI v2.1 Standard 
ensures on the wire
interoperability across DS
implementations from 
different vendors
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Interoperability

Both commercial and open-source 
software implementations of DDS are 
available. These include application 
programming interfaces (APIs) and 
libraries of implementations  for example 
in C, C++, C#, Java, Scala, Ruby.
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One vendor publishes 
information about and the 
other vendors can subscribe 
to the topic and display the 
results on their own display.
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Application in SoS

• the computational and communication resources are 
highly heterogeneous, which yields situations where high-
end systems connected to high-speed networks must 
cooperate with embedded

• it is common to find multiple administrative entities that 
manage the different parts, so upgrading the system must 
be incremental and never require a full redeployment of 
the whole SoS

In SoS
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HTTPS://WWW.DDS-
FOUNDATION.ORG/WHO-IS-USING-

DDS-2/

https://www.dds-foundation.org/who-is-using-dds-2/
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Message Queuing Telemetry Transport (MQTT)
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Message Queuing Telemetry Transport 

MQTT is an ISO standard publish-subscribe-based messaging protocol. 

It works on top of the TCP/IP protocol. 

MQTT is designed for connections with remote locations where a "small 
code footprint" is required or the network bandwidth is limited. 
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Message Queuing Telemetry Transport 

It was designed by Andy Stanford-Clark (IBM) and Arlen Nipper in 1999 for connecting 
Oil Pipeline telemetry systems over satellite.

Although it started as a proprietary protocol it was released Royalty free in 2010 and 
became a standard in 2014.

MQTT is fast becoming one of the main protocols for IOT (internet of things) 
deployments.
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IoT and virtual world

IoT connects the physical world and the 
virtual world.

Within the modular structured Smart Factories of 
Industry 4.0 

• cyber-physical systems monitor physical processes, 

• create a virtual copy of the physical world
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What is MAXWHERE?

Maxwhere application (Whapp) is practically a virtual space 
with various active content including 

web surfaces 
(documents, web 

apps, etc.)

interactive 3D 
models 

Videos

virtual 
representation of 
physically existing

objects

95
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MAXWHERE

Visualiza-
tion

Collabora-
tion

Multimedia
Interactive
3D models

Web 
surfaces
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Features of MAXWHERE

User friendly

Easy to use

Functional

Enjoyable

Attractive

Multi purpose usage

3D
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A virtual space with various active contents
98
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https://store.maxwhere.com/
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Web surfaces (documents, web apps, etc.)
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Industrial monitoring and facility support

A VR environment can represent physically existing production sites with 
machines, instruments and other active components together with 
supplementary information. 

Maxwhere whapps can be easily connected to intelligent physical devices 
(Robots, PLCs, Lab instruments) that has internet (TCP/IP) connection. 
This way, real-time remote support and monitoring services can be 
provided. 

102
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Context-based collaborative working environment

MAXWHERE allows for building up dedicated working contexts with all 
necessary documents opened immediately. Just like a dedicated project 
room with a specialized working desk for the given job.

This approach, can reasonably decrease the time required to change 
between working contexts (close and open multiple document, find the 
latest version etc.).

104
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Industrial training

A Whapp can be built up as an interactive learning material grouping all 
relevant content to a given topic. It combines the text-based materials 
with video clips, web applications or realistic 3D interactive installations 
giving a really complex experience to the users.

It provides extra learning efficiency from elementary school to university 
students as well as for factory workers and engineers.

108
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Interactive live presentations

MAXWHERE provides presentation rooms with active online surfaces and a 
flexible guiding mechanism that makes possible to present the actual status of 
various documents with ease.

Such a presentation room can be distributed to all participants making everyone 
up-to-date even between the regular meetings. This space can act as a 
dashboard that presents the actual situation of the organization or project.

111
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The era of CPSoS, Intelligent systems, …
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Cogito ergo sum

I think, therefore I am
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No, the doctor cannot see you!
Send your symptoms to Med-
Center and he will contact you.  

Internet of Health
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Coming soon!
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Mom! Did the Stork offered free 
shipping when I was born?
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Born for the Internet
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Food

Water

Sleep

Internet
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Future 
Plans
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Thank you for your attention!


